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Abstract 
Steganography is a method of hiding information, which can be text, images, or videos, in a cover image, secret 
information is hidden in a way that is invisible to the eye. Steganography is designed to maintain hiding capacity while 
still considering security and insensitivity to steganalysis. One of the characteristics of steganography is robustness, 
which can maintain the information in it. So that robustness testing is very important in determining the effectiveness 
of the steganography algorithm used. This paper aims to test the resilience of information or messages hidden after 
inserting secret messages in stego images. In this study, the tests carried out include digital image manipulation and 
the process of sending stego image files. Various types of manipulation such as resizing, compression, and other visual 
effects. Then it will be explored to assess the extent to which the integrity of the message is maintained. This study 
resulted in tests carried out related to testing the storage capacity of the cover image greatly affecting each size, the 
process of sending stego images in PNG format on online media E-Mail, WhatsApp, and Telegram experienced changes 
in the size of the files received on each platform. However, the file extension does not change, which means there is no 
file format conversion on the three platforms. In terms of file size, there is a difference in file size on the three online 
media, but the difference does not affect the extraction of secret messages, which means the message extraction process 
is 100% successful. The digital image manipulation test carried out, namely crop, resize, brightness, rotate, and flip, 
most of the tests carried out failed in extracting text messages. 
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Introduction 
The development of information technology in the era of globalization has influenced all fields to continue to strive to 

create better information systems [1]. Any information that exists can be exchanged both secretly and publicly for certain 
needs via the internet, so it can be said that information is something valuable in this era [2]. However, in reality, 
information exchanged via the internet is still vulnerable to theft and wiretapping, so a way is needed to secure the 
data/information that will be sent. 

Steganography and cryptography are techniques that are often used in data security, steganography is a method for 
hiding information, which can be text, images, or videos, in a cover image, secret information is hidden in a way that is 
invisible to the human eye [3]. Cryptography is the science and art of protecting the security of messages, data, or 
information through secret writing. The goal is to process information using a specific algorithm, so that the message or 
information cannot be read or understood by unauthorized parties. In cryptography, there is an Encryption process, which 
is securing the original message (plain text) into a hidden message (cipher text), and Decryption, which is the process of 
restoring the encrypted message [4]. 

The main processes in steganography are embedding and extraction [5], embedding requires a secret message that 
you want to store and the result is a stego image, the extraction process is the process of restoring the message intact from 
the stego image. Steganography is designed to maintain the hiding capacity while still considering security and 
insensitivity to steganalysis [6][7]. One of the characteristics of steganography is robustness, which can maintain the 
information contained within it [8]. So robustness testing is very important in determining the effectiveness of the 
steganography algorithm used. 

This paper aims to test the resilience of information or messages hidden after the insertion of secret messages in stego 
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 images. In this study, the tests carried out include digital image manipulation and the process of sending stego image files. 
Various types of manipulation such as resizing, compression, and other visual effects. Then it will be explored to assess 
the extent to which the integrity of the message is maintained. The results of this study are expected to provide deeper 
insight into the security and resilience of steganography images in facing possible threats. 

Materials & Methods 
The framework of the proposed method consists of several phases. First, both the cover image and the secret message 

will be prepared for the insertion process. Then the message insertion process will be carried out, after the image is 
inserted, it will be sent via online media such as E-Mail, and several social media to test the extraction of secret messages. 
After the extraction process is carried out, then the secret message extraction test will be carried out on digital image 
manipulation such as crop, resize, brightness, rotate, and flip. Figure 1 shows the framework of the proposed method.  
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Figure 1. Kerangka Metode Penelitian 

Least Significant Bit Algorithm 
The algorithm used in this study is the Least Significant Bit (LSB) using the Stego One Bit LSB type, which is a data 

insertion method that adds information to only one LSB bit in each image pixel [9]. In this process, 8 pixels are needed to 
insert one character, because each character consists of 8 bits. Only the blue bits are changed, with a value that can be 
increased or decreased by one on each pixel of the stored image. This method allows the Stego Image to appear to have 
little change and become smoother after the message is inserted into the Cover Image. 

 

 
Figure 2. Ilustrasi Stego One Bit LSB 

Cover and Stego Image 
The cover image used in this study uses a 24-bit RGB image with a PNG file extension, which is a type of lossless 

compression - compression without losing quality [10], so this type of file is very possible to be used in the future in terms 
of information exchange on the internet. Then the resulting stego image will be normalized at a size of 900x900 pixels, so 
a cover image with a ratio of 1:1 is needed so that the results of the stego image can maintain its quality and not invite 
suspicion from other parties. 

Secret Message 
Because the stego image produced in this study was normalized to 900x900 pixels, it will produce 810,000 pixels in 

total [2]. The message storage process is divided into two parts, the first is the process of storing the message length, and 
the second is the process of storing the secret message. The process of storing the message length is intended to find out 
the length of the message which will later be extracted the secret message according to the length of the message. The 
process of inserting both the message length and the secret message will be carried out from the top left pixel to the bottom 
right sequentially. Each pixel can only store 1 bit, so it takes 8 pixels to store a character, the total number of characters 
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 that can be stored in a 900x900 pixel image can be seen in Function 1. 

                        𝑡𝑜𝑡𝑎𝑙 𝑐ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟 =  
𝑡𝑜𝑡𝑎𝑙 𝑝𝑖𝑥𝑒𝑙

8
                              (1) 

 

From Function 1, the total number of characters that can be inserted into the image is 101,250 characters with a binary 
value of 00011000101110000010(2), the binary value has 20 bits. Therefore, the length of the text message that can be stored 
in an image size of 900x900 pixels is 20 pixels. The process of inserting the length of the message starts from pixel (0.0) to 
(0.19) so that the message that can be stored is 101,247 characters, the calculation of which can be seen in Function 2. 

 

                        𝑠𝑒𝑐𝑟𝑒𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑣𝑎𝑙𝑢𝑒 =  
𝑡𝑜𝑡𝑎𝑙 𝑝𝑖𝑥𝑒𝑙−20

8
                              (2) 

 
For example, the message to be inserted is the letter S which has a length of 1 decimal, the value of 1 decimal is 

00000000000000000001(2). Then the binary bit is inserted as much as 20 pixels in the image starting from pixel (0.0) to (0.19) 
and at pixel (0.20) and so on is the process of inserting message bits. If the inserted message bits exceed the size of the 
image dimensions, the image cannot be inserted because the message size exceeds the size of the image dimensions.  

Resilience Test 
This test aims to test the resilience of secret messages that have been inserted into images when secret message 

extraction is carried out. This test includes several aspects, including testing the amount of message storage, testing 
delivery on online media, and testing digital image manipulation, such as crop, resize, brightness, rotate, and flip. The 
results of this test are expected to provide deeper insight into the security of message insertion in digital images and 
recommendations for future improvements. 

 
 

Results and Discussion 
In this section, the results of the research conducted will be discussed, including message storage testing, testing on 

online media, and digital image manipulation testing. The results will be presented in the form of tables in each sub-
chapter to facilitate understanding and analysis. In addition, each table will be equipped with an explanation and 
interpretation of the results obtained, so that readers can understand the impact of various tests on the resilience of secret 
messages embedded in digital images. This explanation aims to provide a clearer picture of the effectiveness of the 
steganography method used and the challenges that may be faced in its implementation. 

Message Storage Test 
In this section, testing is carried out on the amount of secret message storage for the message to be inserted. The cover 

image sizes used in this test are 900x900, 25x25, 20x10, 10x15, and 10x10. Each cover image size will be evaluated to 
determine the maximum capacity that can store secret messages without significantly changing the visual quality of the 
image. The results of this test will provide insight into how effective various image sizes are in accommodating messages, 
as well as the impact of image size on the integrity and confidentiality of the inserted message. Furthermore, a table will 
be presented to summarize the test results and an in-depth analysis of the storage capacity of each size. 

 
Table 1. Message storage test 

Cover Image Secret Text Details 

 
Baboon.png 

512x512 pixel 
 

Lorem, ipsum dolor sit amet 
consectetur adipisicing elit. 

Autem voluptate totam in, ullam 
assumenda molestiae unde officiis 

quasi at nisi vitae? Odio iusto 
tenetur consequuntur ea odit 

deserunt modi non animi corporis 
numquam? Placeat aspernatur et 

facere a quam id? 
(266 Characters) 

 
 

All secret messages has inserted 
succesfully. 

 
Boat.png 

25x25 pixel 

Lorem ipsum dolor sit amet, 
consectetur adipisicing elit. Fuga 
voluptatibus atque consequuntur 

eaque earum accusamus sequi 
obcaecati beatae qui omnis iusto 
quos, quam minima, eligendi ea 
mollitia velit commodi debitis 

esse veritatis assumenda? 

The text message failed to be inserted 
because the image can only insert 75 
characters, the text message entered 

has 243 characters. 
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  (243 Characters) 
 

 

  
Tulips.png 
20x10 pixel 

 

Lorem ipsum dolor sit amet 
consectetur, adipisicing elit. 

(56 Characters) 
 

 

The text message failed to be inserted 
because the image can only insert 22 
characters, the text message entered 

has 56 characters. 

 

Lorem ipsum dolor sit amet. 
(27 Characters) 

The text message failed to be inserted 
because the image can only insert 16 
characters, the text message entered 

has 27 characters. 

Fruits.png 
10x15 pixel 

 
  

 
Peppers.png 
10x10 pixel 

Lorem, ipsum dolor. 
(19 Characters) 

The text message failed to be inserted 
because the image can only insert 10 
characters, the text message entered 

has 19 characters. 

 
In Table 1 there are 5 results with different dimensional images, the calculation process is obtained using Function 2. 

In Baboon.png there are 266 characters to be inserted into the image, and all messages can be inserted properly. In the 
Boat.png image there are 243 characters to be inserted into the image but failed because it exceeds the image size which 
can only insert 75 characters. In the Tullips.png image there are 57 characters to be inserted into the image but failed 
because it exceeds the image size which can only insert 22 characters. In the Fruits.png image there are 27 characters to be 
inserted into the image but failed because it exceeds the image size which can only insert 16 characters. In Peppers.png 
there are 19 characters to be inserted into the image but failed because it exceeds the image size which can only insert 10 
characters. 
 

Online Media Test 
In this section, stego image delivery testing is carried out by sending it to online media. The online media that are 

tested are E-Mail, WhatsApp, and Telegram. The secret message that is carried out for insertion into the cover image uses 
the sample in Table 1 which is used in Baboon.png to all images, Table 2 is the result of the delivery test on online media.  

 
Table 2. Online Media Test 

Send Receive 
Detail 

Cover Image Stego Image E-Mail WhatsApp Telegram 

 

 
Baboon.png 

900x900 pixel 
622 KB 

 

 

 
Baboon.png 

900x900 pixel 
600 KB 

 

 

 
Baboon.png 

900x900 pixel 
586 KB 

 

 
Baboon.png 

900x900 pixel 
586 KB 

 

 
Baboon.png 

900x900 pixel 
600 KB 

Message successfully 
extracted 

 
Boat.png 

512x512 pixel 
173 KB 

 

 
Boat.png 

900x900 pixel 
271 KB 

 

 
Boat.png 

900x900 pixel 
265 KB 

 
Boat.png 

900x900 pixel 
264 KB 

 
Boat.png 

900x900 pixel 
271 KB 

Message successfully 
extracted 
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Tulips.png 

768x512 pixel 
663 KB 

 

  
Tulips.png 

900x900 pixel 
457 KB 

  
Tulips.png 

900x900 pixel 
446 KB 

  
Tulips.png 

900x900 pixel 
446 KB 

  
Tulips.png 

900x900 pixel 
457 KB 

Message successfully 
extracted 

     

Message successfully 
extracted 

Fruits.png 
512x512 pixel 

461KB 
 

Fruits.png 
900x900 pixel 

429 KB 
 

Fruits.png 
900x900 pixel 

419 KB 
 

Fruits.png 
900x900 pixel 

419 KB 
 

Fruits.png 
900x900 pixel 

429 KB 
 

 

 
Peppers.png 
512x512 pixel 

526 KB 

 
Peppers.png 
900x900 pixel 

484 KB 

 
Peppers.png 
900x900 pixel 

473 KB 

 
Peppers.png 
900x900 pixel 

473 KB 

 
Peppers.png 
900x900 pixel 

484 KB 

Message successfully 
extracted 

 
The results of the entire stego image sent to online media did not experience changes in the dimensions of the image. 

All images sent also did not experience changes in file format, both when sent and received, the file is still in PNG format. 
In terms of size, each online media received experienced an increase and decrease in file size, only this did not affect the 
extraction process and the message extraction results were 100% successful on all three online media. 

Image Manipulation Test 
The testing conducted in this section aims to test the resilience of secret messages when digital image manipulation is 

carried out. The digital image manipulation process carried out on stego images is in the form of crop, resize, brightness, 
rotate, and flip. The stego image samples that were tested came from Table 2 in the Baboon.png image, Table 3 shows the 
results of the crop testing carried out in this study. 

 
Table 3. Crop Testing 

Crop Direction Details 

20% Left Message extraction failed 
20% Right Message extraction success 
20% Top Message extraction failed 
20% Down Message extraction success 
20% All Message extraction failed 

 
Of the five tests conducted, the secret message extraction process in the digital image modification crop testing was 

only successful in the right and bottom directions, and the rest failed. This was said to have failed because the pixels 
resulting from the crop test operation hit the pixel area used for inserting the number of messages and the secret message 
stored. On the other hand, what made the secret message extraction successful was that it did not hit the pixel area of the 
message storage, but it was not possible for it to fail because the number of messages inserted was still short. Furthermore, 
Table 4 shows the results of the resize operation carried out in this study. 
 

Table 4. Resize Testing 

Resize  Details 

10% Message extraction failed 
30% Message extraction failed 
50% Message extraction failed 
70% Message extraction failed 
90% Message extraction failed 

100% Message extraction failed 

 
The resizing process is carried out gradually by increasing the size gradually from the normal size, but the resize 

testing results in failure to extract messages at all test sizes. This is because the value of the pixel where the message is 
stored has changed. The same test was carried out on brightness, a gradual increase in brightness was carried out on the 
stego image, Table 5 is the result of the brightness testing manipulation test in this study. 
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Table 5. Brightness Testing 

Brightness  Details 

10% Message extraction failed 
30% Message extraction failed 
50% Message extraction failed 
70% Message extraction failed 
90% Message extraction failed 

100% Message extraction failed 

 
The brightness manipulation testing process in this section shows overall failed results. This is caused by changes in 

pixel values in the image; when the brightness level is increased periodically, the changes significantly affect the pixel 
values in the image. As a result, the embedded secret message cannot be extracted correctly. This also occurs in Table 6 
which presents the results of digital image manipulation testing for the rotate technique. 

  
Table 6. Rotate Testing 

Rotasi  Details 

CW 900 Message extraction failed 
CW 1800 Message extraction failed 
CW 2700 Message extraction failed 
CCW 900 Message extraction failed 

CCW 1800 Message extraction failed 
CCW 2700 Message extraction failed 

 
In the rotate operation, the entire testing process also failed to extract the secret message where the value of the pixel 

in the stego image has changed due to image manipulation. Rotation testing is carried out in stages either clockwise or 
counterclockwise from the normal position. The same results are also obtained in Table 7 by performing the flip operation. 
 

Table 7. Flip Testing 

Flip  Details 

Horizontal Message extraction failed 
Vertical Message extraction failed 

 

Conclusions 
The tests carried out related to testing the storage capacity of the cover image greatly affect each size, different sizes 

given as cover images will give different results on the capacity of the message storage. From the process of sending stego 
images on online media E-Mail, WhatsApp, and Telegram, there is a change in the size of the file received on each platform. 
However, the file extension does not change which means there is no file format conversion on the three platforms, in 
terms of file size there is a difference in file size on the three online media, it's just that this difference does not affect the 
extraction of secret messages which means the message extraction process is 100% successful. In terms of digital image 
manipulation carried out, only in the 20% cropping process from the bottom and right can the secret message be extracted. 
It's just that the results obtained will be different if a longer secret message is inserted. The PNG file format is highly 
recommended in using the LSB algorithm in this study which is resistant to file compression. In terms of image quality 
produced in the stego image, if viewed with the naked eye there is no change because the LSB algorithm that changes is 
only the blue channel on each pixel because it uses the Stego One Bit LSB type. However, the drawback of this algorithm 
is that fewer messages can be stored, but with a dimension size of 900x900 pixels with a number of characters that can be 
stored as many as 101,247 characters, it is very possible to store a secret text message. 
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